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OBJECTIVES

LA Ol

Review current state of Fourth Amendment law in Missouri |

Learn about emerging technologies, accompanying police
tactics, and how to challenge them under extant Sse.
SCOTUS jurisprudence. =



WHY THIS FIGHT MATTERS

We Want to Win Cases

The Fourth Amendment needs our victories to remain relevant - o v -
* “Internet users generate enormous quantities of data, much ‘." G ﬁ@ % N
of 1t stored by their online service providers. The Fourth m =\ ~ o

Amendment would provide little meaningful protection P ﬁq | \‘, &
given modern technology if we retain no reasonable -

expectation of privacy in what we give to others.” Learning |
from All Fifty States: How to Apply the Fourth Amendment and [
Its State Analogs to Protect Third Party Information from
Unreasonable Search by Stephen E. Henderson

“Ultimately, saying that you don't care about prlvacy because you havel®
nothing to hide is no different from saying you don't care about
freedom of speech because you have nothing to say.” Edwardss £
SnowdenfS

“My take is, privacy is precious. I think privacy is the last true luxury. To™
be able to live your life as you choose without having everyone
comment on it or know about.” Valerie Plame, \y{‘}
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THE DEMISE OF PRIVACY

Modem technology & individual choice

. Privacy is a social norm
= of the past.

? ~ Mark Zuckerberg

L

“The Government and people generally do not care about [
your privacy. Average citizens should not fear government |

surveillance unless they have top secret information to %
hide.” I

- Elon Musk. '




FIRST PRINCIPLES




COMPARISON

Federal v. State Constitutions

U.S. Const. amend. IV Mo. Const. art. |, § 15

“The right of the people to be secure in their
persons, houses, papers, and effects, against
unreasonable searches and seizures, shall not be
violated, and no Warrants shall issue, but upon
probable cause, supported by Oath or
affirmation, and particularly describing the place
to be searched, and the persons or things to be
seized.”




COMPARISON

Federal v. State Constitutions

U.S. Const. amend. IV Mo. Const. art. |, § 15

“The right of the people to be secure in their “That the people shall be secure in their
persons, houses, papers, and effects, against persons, papers, homes, effects, and electronic
unreasonable searches and seizures, shall not be  communications and data, from unreasonable
violated, and no Warrants shall issue, but upon searches and seizures; and no warrant to search
probable cause, supported by Oath or any place, or seize any person or thing, or access
affirmation, and particularly describing the place glectronic data or communication, shall issue

to be searched, and the persons or things to be without describing the place to be searched, or
seized.” the persons or thing to be seized, or the data or

communication accessed, as nearly as may be;
nor without probable cause, supported by written
oath or affirmation.”




STANDING

[s there a reasonable '

expectation of

privacy?

. qujective: actual expectation of
privacy

* Objective: expectation is “one
that society 1s prepared to
recognize as reasonable”

* A has burden of proof to establish




WARRANTS

Probable cause > reasonable suspicion

* “where the facts and circumstances within the officers’ knowledge,
and of which they have reasonably trustworthy information, are
sufficient in themselves to warrant a belief by a man of reasonable

caution that a crime 1s being committed.” Brinegar v. United
States, 338 U.S. 160 (1949).

Particularity

* “The fourth amendment requires that the government describe the
items to be seized with as much specificity as the government’s
knowledge and circumstances allow, and warrants are conclusively
invalidated by their substantial failure to specify as nearly as
possible the distinguishing characteristics of the goods to be
seized.” State v. Douglass, 544 S.W.3d 182, 192 (Mo. banc 2018).

« THERE IS NO GOOD FAITH DEFENSE TO A PLAINLY
UNPARTICULARIZED WARRANT! Groh v. Ramirez, 540 U.S.
551 (2004).




MOTION TO SUPPRESS

Evidence
* Mo. Const. art. I, § 15

IN THE CIRCUIT COURT OF BOONE COUNTY
STATE OF MISSOURI

STATE OF M]SSDL_TR!, ) Cause Mo. 16BA-CROD037-01 F;

Plaintiff ) ;ﬁ

» §542.296 RSMo . ) DivisionRo.2 ’/j
* “A person aggrieved by an unlawful seizure made by an | ) !
officer and against whom there 1s pending criminal e N : 6‘
proceeding growing out of the subject matter of the b
Seizure. ) .” = STANDING d MOTION TO SUPPRESS EVIDENCE ~

b/

COMES NOW David Reed and moves this Court to suppress the evidence

o Writing btained in thi it, all 1 in the "Search L h
. obtained in this matter, to wit, all items in the "Search Inventory List" pertinent to this
* before trial 2 unless A unaware of grounds or had no® L

. . - matter, for the reason that said items were obtained in violation of Mr. Reed's right
opportunity to file pretrial ‘

i i against unreasonable search and seizure protected by the Fourth and Fourteenth
* qnotice up for hearlng Amendments to the United States Constitution as well as by Art. 1., Sec. 15, of o
Missouri's Constitution. This unreasonable seizure also violated Mr. Reed's statutory
o Rule 24 .05 \ right regarding lawful application for, and procedure of, executing search warrants as
mandated by RSMo Secs. 342.261, 542.266, and 542.271.
The seizure of all items listed in the Inventory Return List pertinent to this

" cause should be suppressed pursuant to RSMo 542.296.5(2)(3) and (4) for the ~

e OB

following reasons:




HEARING MECHANICS

7t has the burden:

* “At a hearing on a motion to suppress, the state bears both the burden
of producing evidence and the risk of nonpersuasion to show by a
preponderance of the evidence that the motion to suppress should be
overruled.” State v. Carrawell, 481 S.W.3d 833, 837 (Mo. banc 2016).

* review of overruled MTS = Ct. App. “considers evidence presented at
both the suppression hearing and at trial to determine whether sufficient
evidence exists in the record to support the trial court’s ruling.” /d.




PRESERVATION

DO NOT TAKE YOUR MOTION “WITH THE CASE”

Object to contested evidence as it’s offered:
* “When a motion to suppress evidence 1s denied, and the evidence is

offered, the defendant must object at the trial to preserve his contentions
for appellate review.” State v. Brown, 438 S.W.3d 500, 508 (Mo. App.
2014), citing State v. Powers, 613 S.W.2d 955, 959 (Mo. App. 1981). This is
because the trial judge “should be given an opportunity to reconsider his
prior ruling against the backdrop of the evidence actually adduced at trial.”
State v. Fields, 636 S.W.2d 76, 79 (Mo. App. 1982), citing State v. Yowell,
513 S.W.2d 397, 403 (Mo. banc 1974). This also allows the defendant to
control whether the objection 1s maintained or withdrawn.

State v. Hughes, 563 S.W.3d 119, 124 (Mo. banc 2018)

* Renew objections as necessary

Motion for new trial - claim TC error in both: 1) overruling MTS; and
2) admitting contested evidence




CASUAL ENCOUNTERS

Not a seizure

* Police officer approaches, asks questions, person free to leave. No
seizure. California v. Hodari D., 499 U.S. 621 (1991).

* Request for identification doesn’t implicate 4" Am. INS v. Delgado,
466 U.S. 210 (1984).

* Driving alongside a person who is running in order to conduct further
investigation does not constitute a seizure. Michigan v. Chesternut,
486 U.S. 567 (1988).

* The mere fact that the police-citizen encounter takes place in a public
transportation setting, such as on a bus, does not turn the encounter
into a seizure. Florida v. Bostick, 501 U.S. 429 (1991).

 If surrounding conditions are so intimidating as to demonstrate that a
reasonable person would have believed he was not free to leave if he

had not responded, then a seizure occurs. Florida v. Royer, 460 U.S.
491 (1983).

* Different factors must be considered when an individual is already
stationary, or "when an individual's submission to a show of
governmental authority takes the form of passive acquiescence."
Brendlin v. California, 551 U.S. 249, 255 (2007).




TERRY STOP

Seizure

Must be supported by reasonable suspicion

Personal observations of the officer

Information from other officers or dispatch

Information from witnesses

Running from officers after approach

High crime area

Nervous behavior when combined with inconsistent answers

Anonymous tips if corroborated

NOT reasonable suspicion:

Failure to consent to search
Presence in high crime area late at night
Anonymous tip standing alone

Flight that precedes the seizure — see Hodari D




TERRY FRISK

* Limited pat-down for weapons when the officer is justified in the

belief that a suspect may be armed and dangerous to the officer or
others. Terry v. Ohio, 392 U.S. 1, 30-31 (1968)

» Officer must be able to give specific and articulable facts that the
officer reasonably believes the person 1s armed and dangerous

Floyd, et al. v. City of New York, et al., 959 F.Supp. 2d 540 (E.D.N.Y.
2013).

* NYC liable for violating plaintiffs’ 4A + 5A rights in departmental
practice of suspicion-less stops + frisks of African-American + Latino
suspects




WARRANTLESS
EXCEPTIONS




WARRANTLESS SEARCHES

Pemmissible when

* Incident to lawful arrest

e Plain view

e Stop and frisk

* Automobile exception \ \

* Hot pursuit S PR %

 Exigent circumstances e

* Consensual VA€ 2 R _ \'r’/ I

* Inventory SOMeTHING

 “Community caretaking” exception SOMeTHING K ‘
20Ne {

e c
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CURTILAGE

Included 1n the private area of

home for which warrant is required
Collins v. Virginia, 138 S.Ct. 1663 (2018).

* Automobile exception does not include the home or curtilage

* Vehicles stored within the home’s curtilage cannot be searched
without warrant




A SETBACK

Utah v. Strieff, 136 S.Ct. 2056 (2016).

Discovery of pre-existing arrest warrant purged officer’sf$
unconstitutional investigatory stop, despite officer’s ignorance ofjss

o™~ ol raciy

SCOTUS emphasized lack of “flagrant police misconduct” + no"
“indication that stop was part of any systematic or recurrent §°
police misconduct.”

This means discovery of warrant is per se “critical interveningss.
circumstance” breaking chain of causation with illegality + i
dissipating its taint

Reifies notion that exclusion is “last resort” and not “ﬁrs
1mpulse

Practice tip: make a showing of misconduct
at suppression hearing



FORCIBLE BLOOD DRAW

Dissipation of alcohol in the bloodstream # exigenc N,st 7
justifying forcible blood draw: “In these drunk-driving 4.03?‘ N
investigations where police officers can reasonably obtai “"f’ LS ‘\ N

a warrant before a blood sample can be drawn w1thou “ _\%s‘? ’ .\_
significantly undermining the efficacy of the search, the & " e AR
Fourth Amendment mandates that they do so.”*

Missouri v. McNeely, 569 U.S. 141 (2013)...

Breath test # substantial intrusion on a defendant, but
blood draw does. States can criminalize breath test refusal AR
without a warrant, but cannot criminalize refusal of blood: ,?

draw absent a warrant.|

Birchfield v. North Dakota, 136 S.Ct. 2160 (2016) IR ®

.
TGN N3




IMPLIED CONSENT STATUTE

§ 577.033 RSMo:

*  “Any person who is dead, unconscious or who is otherwise in a
condition rendering him incapable of refusing to take a test a
provided in sections 577.020 to 577.041 shall be deemed not to
have withdrawn the consent provided by section 577.020 and
the test or tests may be administered.”

“When police have probable cause to believe a person has
committed a drunk-driving offense and the driver’s
unconsciousness or stupor requires him to be taken to the
hospital or similar facility before police have a reasonable
opportunity to administer a standard evidentiary breath test, they
may almost always order a warrantless blood test to measure the
driver’s BAC without offending the Fourth Amendment.”

Mitchell v. Wisconsin, 139 S.Ct. 2525, 2539 (2019).

BUT, SCOTUS did not foreclose “unusual” circumstance where
A could show blood would not have been drawn if LE had not
been seeking BAC info + that LE did not reasonably judge that
warrant application interfered with other pressing concerns




JONES
RILEY.,
CARPENTER

AND THE NEW
“REASONABLE
EXPECTATION
OF PRIVACY”




KATZ + PROGENY

4 A protections tied to places + things

* i.e., whether person has reasonable expectation of privacy in place
like a home, or in a thing, like a car, that was invaded by
government’s access of information from inside place/thing




THIRD-PARTY DOCTRINE

No legitimate expectation of privacy in

information voluntarily disclosed to 3P

United States v. Miller, 425 U.S. 435 (1976) (bank records).
Smith v. Maryland, 442 U.S. 735 (1979) (pen register # search)




JONES

United Slates v. Jones, 565 U.S. 400 (2012).

GPS tracker affixed to car + used to
monitor movements = “search”

* physical government trespass on “‘effects”

GPRS
b e T e e e e

Online Map




JONES

United States v. Jones, 565 U.S. 400 (2012).

Concurrence (Sotomavyor):

“More fundamentall

, 1t may be necessary to

. This approach is
ill suited to the digital age, in which people reveal a great deal of
information about themselves to third parties in the course of
carrying out mundane tasks.”

Concurrence (Alito):

e appropriate question + interpretation of 4A is “whether
respondent’s reasonable expectations of privacy were violated by

the long-term monitoring of the movements of the vehicle that he
drove.”

- [CaSonabISHESonouldothaveRticipated ipolice to engage

in 28 days of location monitoring in routine criminal case




RILEY

Riley v, Calfornia, 573 U.S. 373 (2014).

Cell phone searches incident to arrest
require a warrant

* hold for many the “privacies of life” = “contains a broad array of
private information never found in the home in any form — unless
the phone is.”

* “minicomputers that also happen to have the capacity to be used as
a telephone.”

* “Allowing the police to scrutinize such [voluminous personal]
records on a routine basis is quite different from allowing them to
search a personal item or two in the occasional case.”




RILEY

Riley v, Calfornia, 573 U.S. 373 (2014).

Equilibrium Adjustment theory of 4A:

* SCOTUS tightens 4A protection when technology expands police
power and loosens 4A protection when new technology restricts police
power.




MISSOURI + RILEY

What does a Riley warrant look like?

EBunry

P IE003T | sooi?

SEARCH WARRANT FEB 1 9 2016
TO AUTHORIZE SEARCH FOHR

X _PROPERTY, ARTICLE, MATERIAL OF SUASTANCE THAT CORSTITUTES EVIDEMCE OF THE COMMI
OFFEMSE: Falory D Possaaaion RSMD 195 202, Detnbution Dalivar and Manufecrs of a Confralled Substance RSMO 198211
and Rape n the First Degres REMD 586 030 1o wil

Iegal conirglled subsiances, and drug persphamalia. All bedding matenals (. sheats, matiress pads, coméanars, blankets, pllow
cases etc]. All cell phones, seclronis [Eablets, compulers, digilad media siorsge devcas (hard dives, USE devieas), (and ip conduct
an off-premises examnaion'seanch of sard devices lor all dalafzohware 85 defined by RSMO 556 053] peraning 1o the ofenss
Destribulion Deliver snd Manufacture of 8 Conlrolled Subdatanca RSMO 195211, and Rage n the First Dagnea RS0 566.030

STATE OF MIZZOURI )
COUNTY OF BOONE 1

IN THE CIRCUIT COURT, DIM‘IEI'CI@. WITHIM AND FOR SUCH COUNTY, THE STATE OF MISS0URI TO ANY PEACE
OFFICER IM THE STATE OF MISSDURI

WHEREAS, a complaint in wriing, duly verified by aath, has been flisd with (he nderssgned Judge af i Court, staling upon information
and balief that

¥ _PROPERTY, ARTICLE, MATERIAL OR SUBSTANCE THAT CONSTITUTES EVIDEMCE OF THE COMMISEION OF A

CRIMINAL OFFENSE; Felony Drug Possession REMO 185 202, Distribuiion Deliver and Manudacture of a Controlled Substance
REND 185.211, and Rage in the Firsl Degrea REMO 556,030 o wit

Mlegal conlrolled substances, and drug paraphemalia. All sedding marerials {i.e. sheels, matiness pads. comlonars, blankets, pillow
cames ebc) All cell phones, seclioms lablets, computars, dgital medka alorage devices hand drives, USE devices), (and 1o conduct
an off-premises eamnatontsaanch of said devices lor all datafsofiwane as dafined by REMO 556063 paraining o tha offense
Diséribution Deliver and Manufacture of a Cormlralled Substances REMO 195211, and Raps in the First Degrae RSO 556020

127 8™ 5t Squth Agartment 519, in Boone Courty/Colunbsa Missouri, The residancs is an apafnment on the 5" flace in the Disiricl Flals
apartmant buiding The numbers 51% ane attached ned 1o the door i the apanment. The realdence has & sngla antrance lecated in tha
haliway of the 5 floor. The exterior of the building is a brick consirucion with a main enbrance localed at the infersection of South 8™ Streat
and Locus! Sirsat. The buiding is marked by the title “District Flats™ above the doors Bacing Locust Streed.

The search warant shouid alsa nclude all persons, and medar vehicles on the premises, oF on the adiacent sireel naer the premises
datemrengd 10 be associaied with the lisied address: and That the basis of afiant's mifomation amd balied is contained i the altached
aflidanits af wilnesses ko facts conceming the said matier which affidavils are made a pat hersol and are submitied harewith 85 @ basis
upon which this count may find the existence of a probable cause for the ssuance of Said waranl

WHEREAS, thia Judga of this Court from the swarn allegations of said complaint and from he supparting wiithan afficavits likad hanewsn
has tound ihat thare is probable causs 1o believe iz alegations of the complaint fo be frue and probable cause lof Te iss0ancs o & saarch
wanan herein;

This Couwrl grants permission b use whatever data analysis echniguess appear necessarny (o locale and refrieve the evidence desoribed
herein, including conducting an aff-aite examination, This Couwrt further granis. permission io conlinue the ferensic examinalion beyond he
limes: 2t which the ralum of the saarch wamant & mada o this court

MW, THEREFORE. theda aie |0 command yod that you saarch the smd pramises above described within len (100 days afler he Baiance
of this warrant, the ssarch may be made at night il making it during the daytima is not practicable, and take wilh you, iTneed be, the powes
of your county, and., if said abave describad propery or any part there=af be found on said premises by you. that you seize the same and
take same imo your possession, making a cormplebe and accurabe veniony of the property 5o taken by you in the presence of the pemon
from whose possessan the same is laken, ¥ that be possible, and gking fo such person a receipt for such propery, fogether wilh & copy of
this warrant, or if no person be found in possession ol ssd propaerty, lsving sad receipt and said copy upan Lhe premises searched, and
that you thereafier relum the properly 8o taken and seized by you, logathar with a duly venfied copy af the inventory thensal and with your
rertiam i this warrar to this court b ke herein deall will in Sccordancss watih |aw

]
Wilniess my hand and the seal of this cowrt Ihsﬁdw af _ f:-." £ Nié at »"Ilr‘ jpnr@

e T )
udgpe af Coaurt

! —— ) B y
dialioCYedvns ), , 4

aef




MISSOURI + RILEY

[afrsbIEO0 - BOONE COUNTY

FEB 1 9 2016
LTy G AENORE
- . 24 4800 ;,-‘? Ir LTy
X_PROPERTY, ARTICLE, MATERIAL OR SUBSTANCE THAT CORNSTITUTES EVIDENCE OF THE COMMI =

OFFEMSE. Falory Diug Poasanaion RELISS ssnd Manyfeciure of a Contralied Substance RSMO 198211
and Rape n the First Degres REESS

SEARCH WARRAMT
TO AUTHORIZE SEARCH FOR

Iegal conlrolled suhsk trass pads, coméoriars, blankels, pillos
cases sic]. All cek w5, LISH davicas), (and to conduct

sra@IRT, OIS0 . WITHIN AND FOR SUCH COUNTY, T,

What does a Riley warrant look like? = x e

AF MISE0URI

{‘:c;-p.w PEALE

A inwrising, duly verified by oath, has been fled with [he underssgned Judge

i ivlarmation

ARTICLE, MATERIAL OF SUBSTAMCE THAT CONSTITUTES EVIDEMCE OF THR
ASE: Felony Dnug Possession RSMOD 195 202, Distritution Deliver and Manuiacthune g=

i Rage in the Firgl Degres RSMO 556030 o wil
-
subhslances, and drug paraphemalia. All Eaddng madeiala i.e. sheels, mafiress paliﬁ.&u
8l phones, secirgns ishlets, computans, dgial media sborage deyices [hard drives, LISB
Ecamnabon'seanch of said davices for all dataiscthware a8 dafined by RSMO 556 063) pras
per and Manudacture of a Conlralled Substance RSO 185211, and Raps in ihe Fiest Do

Woarimeni 519, in Boone County/Colurnbes Migsouri. The residenca is an apafimeant on ';::;:
g The numbers 519 are stiached maed 10 the door o e apanment. Tha reeidence NS B oass

Yoor, The exdernior of the building is a brick consinecion with a main entrances lecaled at ty
Thi buiding is marked by the tife Distric] Flats™ above the doors facing Locust Ell'ﬂr:;::;

ghould atsa include all pesans, and medar vehicles on the pramises, oF an ey
: L e disscribed
wciafed wilh the lisied address: and That Bie basis of affiant's milammalsnn 8l veonme
Y facts conceming the said mabier which affidavils &re made a pat hansal 9

Y find the existencs of a probable cause for e Esuance of said W”“T;":;"f[i‘ﬁti!“:

ofy you seize the same and

take gt from the swomn allegations of said complaint and from QY 4 rehence of tha pemn

from w uperty, fogether wilh & copy of

this warrarLESE 10 blinve i alegations of the complaird fo be inusan he premises searcned, and
that you theneis ot the imeentory thensal and with you

raituim 1o his warts
Witness my hand and the 59

~dala analysis lechriguess app> o>

Sk P ark R

L k=T )

]
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MISSOURI + RILEY

One published post-Riley case
broaching scope of cell phone search
State v. Johnson, 576 S.W.3d 205 (Mo. App. W.D. 2019).

* Warrant to search “all data/software” on phone sufficiently
particular + not overbroad

data are concealed there.” Engfish, 52 Misc. 3d at 321-22. Just as a warrant
authorizing a search of a filing cabinet allows the search of every document in the
files because the incriminating evidence may be found in any file or folder. 50 too
should a warramt allow the search of every document on a cell phone, which serves

the same function as a filing cabinet. Sishop, 910 F.3d at 337 (citing Andresen v.

25

Maryland, 427 U.5. 463 (1976) and Aiey, 134 5. C1. at 2489). Thus, a warrant is
sufficiently particular if it “cabins the things being looked for by stating what crime

is under investigation.” /d.




SEARCH WARRANT TO AUTHORIZE THE SEARCH FOR EVIDENCE OF VIOLATIONS OF
CHAFPTER 568, RSMO

MISSOURI + RILEY ——

COUNTY OF FULASKI

%

IN THE CIRCUIT COURT WITHIN AND FOR SAID COUNTY
THE STATE OF MISSOURI TO ANY PEACE OFFICER IN THE STATE OF MISSCOURI:

What dO e S a R i l ey Warrant 10 Ok like ? WHEREAS, a Complaint in writing, duly verified by oath, has been filed with the undersigned Judge of

evidence of the erime of Endangering the Welfare of a Child in the 2* Degree RSMO 568.050 and Abuse or
Meglect of a Child 1% Degree RSMO 568.060.

Phone messages, text messages, social media networks, Instagram photos, Facebook messages, passwords to the
device, global positioning system coordinates, emails, phone logs, SIM cards, photo galleries, voicemails, or any
other evidence pertaining to the crime kept in the following described places, in the County aforesaid, to wit;

A cell phone located at, 13251 Highway O Dixon, in Pulaski County Missouri, This cell phone is described as
Black Samsung with black case.

WHEREAS, the Judge of this Court, from the sworn allegations, of said Complaint and from the supporting

St a t ev B Cll es , 6 3 O S W 3 d 7 5 4 (M 0. b anc 20 2 1 ) written affidavit filed therewith, has found that there is probable cause to believe the allegations of the Complaint to

be true and probable cause for the issuance of & Search Warrant herein.

NOW THEREFORE, these are to command you that you search the said premises above described to
including text messages, passwords, global positioning system, emails, phone records or all other digital folders , in
question within ten days after the issuance of this warrant by day or night, and take with you, if need be, the power of
your county, and, if said above described articles or any part thereof be foand on said premises by you, that you seize
the same and take same into your possession, making a complete and accurate inventory of the articles so taken by
you in the presence of the person from whose possession the same is taken, if thar be possible, and giving to such
person a receipt for such property, together with a copy of this warrant, or, if no person be found in pessession of said
articles, leaving said receipt and said copy upon the premises searched, and that you thereafter return the property so
taken and seized by vou, together with a duly verified copy of the inventory thereof and with your retumn to this warrant
to this court to be herein dealt with in accordance with law.  Witness by hand and seal of this court on this &th

dayof _MALLH 20190t & 5O oclock atfi®Aq

oA o
el

Judge of the 25® Judicial Circuit



SEARCH WARRANT TO AUTHORIZE TH= 77w =an EVIDENCE OF VIOLATIONS OF

CHAPTER 568, RSMO  _ {F CIRCUIT COURT WITHu..
M I S S OU RI + R IL EY STATE OF MissoUrl .« OF MISSOURI TO ANY PEACE OFFIvw..

COUNTY OFFRE AS, a Complaint in writing, duly verified by cath, has bee,
Aee of the crime of Endangering the Welfare of a Child in the 2%\
lect of a Child 1* Degree RSMO 568.060. :

What does a Riley warrant look like?

. s of
Ame messages, text messages, social media networks, Instagram photos, Facebe. o
Aice, global positioning system coordinates, emails, phone logs, SIM cards, phot
gther evidence pertaining to the crime kept in the following described places, in the,

A cell phone located at, 13251 Highway O Dixon, in Pulaski County Missouri. This,
Black Samsung with black case.

WHEREAS, the Judge of this Court, from the swom allegations, of said Compli
written affidavit filed therewith, has found that there s probable cause to believe the all

State v. Bales, 630 S.W.3d 754 (Mo. banc 2021). ¥ eeprobeblecause forthe ismanceofe Scarch Wamant herein /

incu. NOW THEREFORE, these are to command you that you search the sg;
questiofing text messages, passwords, global positioning system, emails, phone pepower of

YOur SO withim ten days after the issuance of this warrant by day or night, and ™ ¥ =™
the same and ta. <les so taken by

you in the pmsm,_;glj. if said above described articles or any part thereof be 9%nd giving to such
person a receipt for such prme into your possession, making a complete Pround in possession of said

articles, leaving said receipt and s » you thereafter return the property so

~ean from whose possessine ~

taken and seized by vou, together with a duly venifieu copy v we nventory thereof and with your retumn to this warrant
to this court to be herein dealt with in accordance with law.  Witness by hand and seal of this court on this Mt

dayof _MALLH 20190t & 5O oclock atfi®Aq

oA o
el

Judge of the 25® Judicial Circuit



MISSOURI + RILEY

One published post-Riley case on

warrant specificity for phone seizure
State v. Bales, 630 S.W.3d 754, 762 (Mo. banc 2021).

* Warrant to seize + search “Black Samsung with black case” at
certain residential address

e “The March search warrant authorized the search of a black
Samsung cell phone in a black case located at 13251 Highway O,
Dixon, and authorized officers to search it for electronic data.
Executing the March search warrant at the sheriff’s office, or any
location other than 13251 Highway O, Dixon, was beyond the
scope of the search authorized by the warrant.”




OTHER JURISDICTIONS + RILEY

Significant recent opinion
People v. Coke, 461 P.3d 508, 516 (Colo. 2020).

* Warrant to search for the following:

*  Data which tends to show possession, dominion and control over said equipment; including but
not limited to system ownership information, phone number, pictures, or documents bearing the
owner’s name or information;

*  Any electronic data that would be illegal to possess (contraband), or fruits or proceeds of a
crime, or data intended to be used in the commission of a crime;

*  All telephone contact lists, phone books and telephone logs;
*  Any text messages and [MMS] stored, sent, received or deleted;
*  Any photographs or images stored, sent, received or deleted;

* Any videos stored, sent, received or deleted|;]

*  Any electronic data packets stored, sent, received or deleted.

“['T]he warrant at 1ssue here contains no particularity as to the alleged
victim or to the time period during which the assault allegedly
occurred. Rather, it permitted the officers to search all texts, videos,
pictures, contact lists, phone records, and any data that showed
ownership or possession. We conclude that such broad authorization
violates the particularity demanded by the Fourth Amendment.”




CARPENTER

Carpenter v. United States, 138 S.Ct. 2206 (2018).

A new expectation of privacy test

DECIDED Carpenter v. United States 6.22.18

Government needs a 4th Am. warrant to get your cell phone location data.

Carpenter and Sanders were convic-
ted of robberies based on cell phone «“»
location data that the FBI got from é

their cell phone providers. (
(1)

4
)

The FBI did not get a warrant by showing “probable cause.”
The FBI got a court order by showing less: “reasonable grounds” for
believing that the records were “relevant and material to an ongoing

el

investigation.”
MetroPCS
T-Mobile

Did the government need a warrant with probable cause?

Warrants covered by the 4th Am- The government argued cell phone
endment require probable cause. location data is not covered.
The 4th Amendment applies A 1976 case says there’s
if you have a“reasonable not a reasonable expectation
expectation of privacy.” of privacy for this data.

1

United States v. Miller (1976)
Third Party Information you voluntarily give to a third party
does not carry a reasonable expectation of privacy.
E.g. bank records and dialed phone numbers.

Doctrine:

The Supreme Court ruled:
The Third Party Doctrine does not apply to cell phone location data.

Cell location data relates Than it does to
more to this concern: this exception:
Privacy in physical movements Voluntarily handing over
Location data must be strongly protected. We don't exactly “share” cell location data.

SUBSCRIPT LAW subscriptlaw.com




CARPENTER

Carpenter v. United States, 138 S.Ct. 2206 (2018).

“an individual maintains a legitimate
expectation of privacy in the record of

his physical movements as captured
through CSLI.”

info divulged to/obtained thru third party (wireless carrier) =
search

<. warrant generally required to acquire records




CARPENTER

Carpenter v. United States, 138 S.Ct. 2206 (2018).

concurring). Prior to the digital age. law enforcement
might have pursued a suspect for a brief stretch, but doing
s0 “for any extended period of time was difficult and costly
and therefore rarely undertaken.” Id., at 429 (opinion of
ALITD, J.). For that reason, “society’s expectation has
been that law enforcement agents and others would not—
and indeed, in the main, simply could not—secretly moni-
tor and catalogue every single movement of an individual's
car for a very long period.” Id., at 430.

Allowing government access to cell-site records contra-
venes that expectation. Although such records are gener-
ated for commercial purposes, that distinction does not
negate Carpenter’s anticipation of privacy in his physical
location. Mapping a cell phone's location over the course
of 127 days provides an all-encompassing record of the
holder's whereabouts. As with GPS information, the time-
stamped data provides an intimate window into a person’s
life, revealing not only his particular movements, but
through them his “familial, political, professional, reli-
gious, and sexual associations.” [Id., at 415 (opinion of
SOTOMAYOR, J.). These location records “hold for many
Americans the ‘privacies of life.”” RKiley, 573 U. 5., at __
(slip op., at 28) (quoting Boyd, 116 U. 5., at 630). And like

-




INTERPRETING CARPENTER

How did SCOTUS reach its decision?

Public policy = adopted new theory by looking
backwards + forwards




INTERPRETING CARPENTER

How did SCOTUS reach its decision?

Echoes Jones concurrence (Alito, J.):

Search because “a reasonable person would not have
anticipated” police to track Carpenter’s location over 127
days for routine robberies




INTERPRETING CARPENTER

How did SCOTUS reach its decision?

Echoes Jones concurrence (Sotomayor, J.):

Cell phone users don’t generate CSLI voluntarily, because
carrying [a cell phone] is “indispensable to participation
in modern society.”

i.e., no “meaningful” voluntary choice in CSLI creation




INTERPRETING CARPENTER

How did SCOTUS reach its decision?

Riley equilibrium adjustment theory:

When invasive digital tracking capability — even that
possessed by third parties — expands government power in
a transformative way, SCOTUS changes the extant Katz
REP test to restore preexisting limits on that power.

“To avoid a dramatic increase in government power, the
ew surveillance tools that digital technology creates are to
be slotted into the legal box of searches that require a
warrant.”




INTERPRETING CARPENTER

How did SCOTUS reach its decision?

Carpenter reframes the REP test = asks:

“Has technology changed citizens’ expectations of what
police can do?”

CSLI = “absolute surveillance”; “deeply revealing’;
“detailed chronicle of a person’s physical presence”; “all-
encompassing’”

Creates narrative - not merely person’s location, “but
through them [their] familial, political, professional,
religious, and sexual associations.”




INTERPRETING CARPENTER

One test for a Carpenter search:

1. Records sought are available because of digital
technology

2. Record created without subject’s meaningful
voluntary choice

3. Records tend to reveal “privacies of life”

Orin Kerr, The Digital Fourth Amendment (forthcoming).




INTERPRETING CARPENTER

Another test for a Campenter search:

Comprehensiveness
Intimacy
Expense

Retrospectivity

S

Voluntariness

Laura Hecht-Felella, The Fourth Amendment in the ngztal
Age, Brennan Center for Justice (2021).




INTERPRETING CARPENTER

WHEN does a Carpenter search begin?

“The location information obtained from Carpenter’s
wireless carriers was the product of a search.”

1. Search occurred without a taking of information
from any particular person/place/thing.

2. Result > Process = i.e., How gov’t ended up with too *‘5 ' \ O
much info is irrelevant because search occurred :
somewhere in steps to get info

3. Access or acquisition?



IMPLEMENTING CARPENTER

What does it mean for other emergent technologies + tactics?

Three approaches:

1. Subjective
2. Mosaic Theory

3. Source Rule




IMPLEMENTING CARPENTER

Subjective

Focus on when government learned the kind of private gt & =
information that Carpenter protects

* Search occurs moment the government learns particular |
invasive, private fact about a person =




IMPLEMENTING CARPENTER

Mosaic Theory

Short-term or narrow evidence collection akin to
traditional surveillance # search




IMPLEMENTING CARPENTER

Mosaic Theory
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IMPLEMENTING CARPENTER

Source Rule

Government access to any information that owes its source
to Carpenter-protected information is a search

* 1issue becomes whether government obtained
compelled access to data that reveals any part of
information covered by Carpenter

* protects one datum equivalent to entire database




IMPLEMENTING CARPENTER

Source Rule

Example: text message metadata

Historical 4A analysis = SMS content protected, but non-
content metadata not

Post-Carpenter:

1. SMS metadata category of info not readily acquired in
pre-digital age = orders of magnitude different than
phone calls/postal mail

2.  SMS, email, Facebook messaging, etc. have become
“indispensable to participation in modern society” =
metadata created without “meaningful” voluntary
choice

3. Metadata shows lifestyles, relationships, precisely
with whom communicating = reveals “intimate
portrait” of person’s life
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THE RISE OF SOCIAL MEDIA

- Facebook, the largest social media platform in the
world, has 2.4 billion users. Other social media
platforms including Youtube and Whatsapp also have
more than one billion users each.

- These numbers are huge — there are 7.7 billion people
in the world, with at least 3.5 billion of us online.
This means social media platforms are used by one-
in-three people n the world, and more than two-thirds
of all internet users.

Social media has changed the world. The rapid and
vast adoption of these technologies 1s changing how
we find partners, how we access information from
the news, and how we organize to demand political
change.




YOUR DIGITAL FINGERPRINT

Who Is Using Social Media for Investigative Purposes?

State: 71% Local: 82% Rank & File: 79%  Supervisory: 85%

Agencies serving smaller populations
and with fewer sworn personnel use

Y& e P
'8 1‘% l' % X ) »~  social media more often

The Northeast teads t%wﬂy lp ;_ 5
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SMMS

Social Media Monitoring Software

Digitall

Cf SMS

POLICE LINE DO NOT CROSS POLICE LINE DO NOT CROSS

What Investigative Activities ﬂire Done Via Social Media? - for #

search warrants holds up
in court 87% of the time

§533%

Idendify dentty Identity
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Which Social Media Sites
Are Used for Investigations
at Least Monthly?
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WHAT WE (ALL) SEE

@

el =
Everywhere Marie Yovanovitch went
turned bad. She started off in Somalia,
how did that go? Then fast forward to
Ukraine, where the new Ukrainian
President spoke unfavorably about her
in my second phone call with him. It is a

U.S. President’s absolute right to
appoint ambassadors.

. Donald J. Trump
@realDonaldTrump

Very little pick-up by the dishonest media of
incredible information provided by WikilLeaks.
So dishonest! Rigged system!

3:46 PM - 12 Oct 2016 - United States

@ i G

Inconceivable that the government would
break into a lawyer’s office (early in the
morning) - almost unheard of. Even more
inconceivable that a lawyer would tape a
client - totally unheard of & perhaps illegal.
The good news is that your favorite President
did nothing wrong!

M - 21 Jul 2018

28,745 retveets 1043571k @ D PQO =2 € 5.

Q 74K T 25K O sk B

@ Donald J. Trump &

| am being investigated for firing the FBI
Director by the man who told me to fire the
FBI Director! Witch Hunt

50048 #2928 020®

17,911



WHAT WE ARE STARTING TO SEE] Bl s

View Profile

* Facebook and Twitter direct message information

* GPS tracking information from social media sites

ol Oi bro when are we gonna get
oo I blazed with all your weed
¢

e |P address information .
: [AUTOMATED MESSAGE] please
. note personal messages are not
* What a user looks at (regardless of likes, shares, etc.) | monitored 24/7. we “?m respond
as soon as we can. IN AN
EMERGENCY, DIAL 111. To report
a crime visit
www.police.govt.nz/contact-
us/how-report-crime or

anonymously via
www.crimestoppers-nz.org

* Length of time spent on service




FROM GPS DATATO
PRIVATE MESSAGES

Where do people expect privacy on social media apps?

We increasingly see discovery that is not
accessible to the general public on social media.

The predominant law governing those
subpoenas and warrants is the Stored
Communications Act of 1986.

The SCA was originally intended for ISP s and
the information they stored




STORED COMMUNICATIONS ACT

18 U.S.C. § 2701, et seq.

[f the items sought are less than 180 days old, there
must be a warrant.

3
It
N
1

If the information sought is more than 180 days old,
there need only be an administrative subpoena to
satisfy the statute (more on this later).

The standard for the subpoena requires relevancy of the
evidence but arguably does not require probable cause.

Those subpoenas are required to give the service time
to object to the production of any information. Many

services do object - perhaps most famously by Twitter
in People v. Harris, 949 N.Y.S.2d 590 (C.C.N.Y. 2012)

One exception 1s for basic description of who owns an

account or account information. That requires no S A B e Y, 3 jn
N D |00 0 Sl e - S y & ]
warrant or subpoena. - N (OPPF ' - WA KR




PEOPLE V. HARRIS

* Harris was an Occupy Wall Street protestor

* Charged with disorderly conduct for the
Brooklyn Bridge protest

* The DA subpoenaed Twitter seeking all user
information

* The DA did not notify Harris and
admonished Twitter not to, either

e Twitter moved to quash and notified Harris

 The ACLU and a number of other parties
filed amicus briefs

* These briefs are goldmines for our motions




ANOTHER FAVORITE GOV’T ARG:
PRIVACY POLICIES

Twitter Privacy Policy

QOur Services instantly connect people everywhere to what's most meaningful to them. For example, any registered user of Twitter can
send a Tweet, which is public by default, and can include a message of 140 characters or less and content like photos, videos, and links to

other websites.

What you share on Twitter may be viewed all around the world instantly. You are what you Tweet!

facebook

This Privacy Policy describes how and when we collect, use, and share yo
notifications, applications, buttons, embeds, ads, and our other covered si
from our partners and other third parties. For example, you send us inform
an application such as Twitter for Mac. Twitter for Android. or TweetDeck. ' W working o cammuricating abiouk privecyin:a:shnpler, o Titberactie:wy: Lk as know et you. Sk bycomementing here: THE I our

official privacy policy, which can be found here.

maf Upds e Jenuary o8, S3
: Data Use Policy
rivacy 101

Your information and how it is used

Yhat we think about when we think about privacy TRUSTe

pes of information we receive, and

: ! 3 = f Lk | ‘-‘ program requirements. If you h .. questior
- K . - y y et vail at 1601 .
- + i > i " help page. If
g 1hal | o don Sy aloD Foursuass e tres o sk vl e O Praiacy Policy i avadph i o Pbracy an contact TrustE
AN A Avodnbin Your information on other websites and
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CONSTITUTIONAL CHALLENGES

* Warrants must be founded on Probable Cause
* Argue that subpoenas must do so as well

* 1i.e.,This IS actually an intrusion on private data that
requires probable cause

* “The implications of the government’s position are
profound. Anonymous internet speakers could be
unmasked by an administrative, civil or trial subpoena or
by any state or local disclosure regulation directed at their
ISP and the Government would not have to provide any
heightened justification for revealing the speaker.
Considering as 1s undisputed here the importance of the
internet as a forum for speech and association, the Court
rejects the invitation to permit the rights of internet
anonymity and association to be placed at such a grave
risk.” Doe v. Ashcroft, 334 F.Supp.2d 471 (S.D.N.Y.
2004).




CONSTITUTIONAL CHALLENGES

Even if based on PC, the requests are often unconstitutionally overbroad

* “Where, as here, the government seeks information that is protected by the
Constitution, it ‘must use a scalpel, not an axe.”” Shelton v. Tucker 364 U.S. 479
(1960).

First Amendment Challenges

* “Courts have recognized that government demands for information concerning
expressive activities inherently burden speech and therefore implicate the First
Amendment.” Gibson v. Fla. Legislative Investigation Comm., 372 U.S. 539
(1963).

* Requires an overriding, compelling gov’t interest
* And a substantial nexus to the facts

* “If people know that the government will be monitoring their speech and
creating dossiers on their past, present and future communications such that they
will be held accountable for everything they say, people will be less inclined to
speak or read as freely. This is especially the case with ‘causal’ spontaneous
speech because individuals would likely refrain from publicly making such
statements if they thought the government might obtain that information and
hold it against them.”

* “Anonymous pamphleteering is not a pernicious, fraudulent practice but an
honorable tradition of advocacy and dissent.” Doe v. 2TheMart.com Inc. 140
F.Supp.2d 1088 (W.D. Wash. 2001).




CONSTITUTIONAL CHALLENGES

GPS Data Should Be Considered More Private than Even That on a
Car Tracker

* It goes inside houses and businesses and into all sorts of
hidden places.

* Even when movements take place in public “the whole of a
person’s progress through the world” will reveal “with
breathtaking quality and quantity a highly detailed profile, not
simply of where we go, but by easy inference of our
associations - political, of religious, amicable and amorous, to |
name only a few — and the pattern of our professional and
avocational pursuits.” People v. Weaver, 909 N.E.2d 1195,
1199-1200 (N.Y. 2009).

e “Society’s expectation has been that law enforcement agents
and others would not secretly monitor and catalogue every
single movement of an individual’s car for a very long period.”}
Jones, 565 U.S. at 430 (Alito, J., concurring).

Consider the source - Was the source constitutionally
impermissible?




AUTHENTICATION:

A prosecutor’s chief social media concem

The predominant training for PA’s and AUSA’s on social media
evidence spent thirty minutes of its hour on authentication. This is a
huge concern for PA’s and they are talking about it.

File your motions in /imine on these issues and you will find favorable
resolutions, concessions, or agreements to limit evidence.

Often the evidence they have is even cruder than having a complete
profile from Facebook.

much better opportunity to attack gov’t’s ability to show
authorship and ownership

But see State v. Snow, 437 S.W.3d 396, 403 (Mo. App. S.D. 2014).

9x circumstantial indicia sufficient to authenticate A’s authorship of
incriminating MySpace message

“Weaknesses in the authentication evidence (including the testimony
of Defendant’s girlfriend that she wrote the message because she
‘wanted [Defendant] to get in trouble, because he was being looked at
and I was helping create suspicion’) were for the jury to consider in
determining the weight the jury accorded the MySpace message.”




INVESTIGATION TACTICS

FAKE FRIENDS

The Government is generally allowed to create fake profiles to monitor

your client’s profiles
Hoffa v. U.S., 385 U.S. 273 (1966).
U.S. v. White, 401 U.S. 745 (1971).

This can be attacked when your client is represented and the PA is
involved

We are barred from doing the same thing with victims, which is fodder to
get judges to be restrictive with evidence garnered from fake friend
requests

68




WHAT IF *YOU* NEED
SOCIAL MEDIA EVIDENCE?

as

File a “Motion for Early Production of Documents”

Ask that it be set at least three weeks prior to trial

FB59063

Serve a subpoena on the service and give them time to object

This frequently requires out of state service, but Social Media
companies often make it easy

If you are stymied by a Judge, ask for an in camera inspection and
protective order




The Government Wants to Introduce Social Media Evidence Against Your Client

The Information They Friended

They Got It With a They Got It With A
Your Client Subpoena Warrant

The

DA Was It Was Less
Involved No DA e More than Limited Overbroad
180 Days Old

Acting As an Of Their Inolved In Scope - MTS

Agent of the Own
Government Volition

Came From a
Witness

File a
Was there a Motion to

b Suppress Challenge the
Treat As If Law the rules of Based on the PC for the
Enforcement ethics? CSA Warrant
Obtained It and
Challenge the
Legality Based on
the CSA

File a Motion to
Suppress on the Basis

Yes- File

Motion to
Supress

that It is a Warrantless
Search (Include Lack of
Relevancy or Overbroad,

etc...)

Challenge the Authentication of the
Records on the Basis of Lack of
Personal Knowledge, Possibility of

Fabricating Evidence and Lack of

Relevancy to Your Case - Do Not

Forget To Use The Prior Bad Acts
Rules

70

Image courtesy of Justin Rosas




GEOFENCING: “REVERSE LOCATION SEARCH
WARRANTS”

What 1s the government to do when '
it has no:

* suspect?

* PC to seek evidence of suspect’s crimes?




GEOFENCING: “REVERSE LOCATION SEARCH
WARRANTS”

What 1s the government to do when !}
it has no:

* suspect?

* PC to seek evidence of suspect’s crimes?

Gather up information from an unknown, potentially large
number of bystanders to ID one unknown suspect:

WHEREAS, Dan Peterson has this day on oath made an application to this Court for a warrant to
search the following described premises :

Google LLC, which is headquartered at 1600 Google Amphitheatre Parkway, Mountain
View, California.

located in city or township of Eden Prairie, State of Minnesota for the following described
property and thing(s):

1. GPS, WiFi or Bluetooth, and/or cell tower sourced location history data generated
from devices that reported a location within the geographical region bounded by the
following latitudinal and longitudinal coordinates, dates, and times listed below.

2. For each location point recorded within the Initial Search Parameters, Google shall
produce anonymized information specifying the corresponding unique device ID,
timestamp, coordinates, display radius, and data source, if available (the
“Anonymized List").




GEOFENCING: “REVERSE LOCATION SEARCH
WARRANTS” .

Copse o k1 :_:;
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Geofence T
- o 21 -
o Address: 11 Mount Pleasant, London WC1X, g
. . . - ¢ | % Distarice: 5.9km p d‘“"“ AT
n. virtual perimeter for a real-world geographic area T

Geofences

Can be:

1. Dynamically generated = radius around a point location | S oo ',

Route

+
“Hyde Park

2. Predefined boundaries = neighborhood, school zone,
residential lot

= Royat Albert Hal

3. Linear route



GEOFENCING: “REVERSE LOCATION SEARCH
WARRANTS”

CSLI = cell tower = provider = Google &he New ork Times

Sensorvault ,
.. Google’s Sensorvault Is a Boon for Law
Sensorvault = mega server farm + gigantic

aggregation of data points extending back Enforcement. This Is How It Works.

years Investigators have been tapping into the tech giant’s enormous
* incl. GPS data - calls/texts/apps like Maps cache of location information in an effort to solve crimes. Here’s

* Tracks location data generated by every what this database is and what it does.
device accessing the network at all times

Nature of breadth + depth of data retained
by Sensorvault 1s privy only to Google
employees = no way to assess/challenge
the accuracy of the records sent to LE

Chain of custody issue = Google
spreadsheets to LE, but who/what inside
Google selected data from server farm?

* 3P interference? Source code?

Ripe for reliability + foundational

challenge = data literally locked in vault + By Jennifer Valentino-DeVries

vault keeper 1s sole arbiter of what info April 13,2019 -
74

released therefrom




GEOFENCING: “REVERSE LOCATION SEARCH
WARRANTS”

Date & Time Period of Target Location #3:10/06/2018 1200rs - 10/07/2018 2130 hrs

Geographical area identified as a polygon defined by the following latitude/longitude
coordinates and connected by straight lines:

Point 1: 44°57'24,34" N 93°07'45.72" W
Point 2: 44°57'24.24" N 93°07'30.94" W
Point 3: 44°57'14.73" N 93°07'30.91" W

Point 4: 44°57'14.85" N 93°07'45.69" W
WHEREAS, the application of Dan Peterson was duly presented and read by the Court, and
being fully advised in the premises.

NOW, THEREFORE, the Court finds that probable cause exists for the issuance of a search
warrant upon the following groundis):




GEOFENCING: “REVERSE LOCATION SEARCH
—

HOME INVASION
CRIME SCENE

SCOPE OF
,"f" SEARCH WARRANT
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GEOFENCING: “REVERSE LOCATION SEARCH
WARRANTS”

Challenging geofencing:

* Cell data never precise = 30m to 1mi variance
Loading/capacity of towers
Tower health
Line of sight
Radio signal interference
Make/model/condition of tower
Multi-pathing/terrain considerations = Rayleigh fading
Strength/quality of tower signals

* Distance b/w cell towers on map have no real bearing on tower e C EL L H AW I (

coverage : l POWERED BY HAWK ARNALY

* Maps are misleading

* Non-uniform tower service sectors = no circles/triangles

» Software is proprietary = Cell Hawk

* Source code unavailable = not subject to scientific scrutiny




GEOFENCING: “REVERSE LOCATION SEARCH
WARRANTS”
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4) Probable cause?

*  Emphasize risk of dragging in completely innocent people
*  Assumption perp using phone at time of crime is not “fair probability”

evidence of crime will appear w/n digital polygon
5) Insufficient nexus?
e ‘Contraband” sought = perp’s ID; ‘place’ = crime scene

e Parameters encompass locations not part of crime scene =
insufficient

6) Insufficient particularity/overbreadth?
* ‘“items” sought = data

* Sensorvault = firehose of personal records + precise location
info = “broad array of private information never found in a
home in any form.” (Riley); “retrospective quality of the data
here gives police access to a category of information otherwise
unknowable.” (Carpenter)




PEER-TO-PEER SHARING

Because sometimes downloading music just isn't enough. ..
eDonkey2000 network

* P2P client software > eMule + Shareaza (share

protocol)
* Index servers = permit P2P client software to Wh oo o TR e R
locate IP addresses of computers sharing files eDonkey2000 Peer-to-peer network
Peer—-to-Peer Client i ':D-:-:‘.L:-':;rlilii Z:‘.:L&:-cl Server File Index
IP address = owned by ISP

* But the IP address’s activities may be entitled to an
expectation of privacy to the extent they are aggregatec

to obtain information otherwise available through cxist a¢ one T8 A
. . ] -~ -~ ~
ordinary observations. See Jones; Carpenter . 0. S
: : : ~
Hash value = unique numerical ID assigned to file, group | | &)
of files, folder + contents, hard drive, etc. e - e
. - \
T ) —
: . Downloaded & > E - s
RoundUp eMule = centralized gov’t server storing shares rites R | R gumens
. - ! Peer-to-Peer Client
database of hash file values related to child porn ———— e T b =i

* also eDonkey2000 search results ID’ing the hash value




PEER-TO-PEER SHARING

RoundUp eMule + RoundUp Scheduler + RoundUp Downloade

Tracer Tagging

“RoundUp eMule will log identifying data that may
later be recovered from a confiscated computer,
providing further evidence that that investigator’s
system communicated with the confiscated system.”

eMule “client that supports tagging separately logs its
own user hash and public key each time it is used by
an investigator. When the investigator attempts to
make a case for obtaining a warrant, our modified
cMule client will always offer a secure identity
exchange to the suspect’s client. The remote client
defaults to storing the investigator’s user hash and
public key 1n its clients.met file. When agents seize a
system, the clients.met file can be recovered. Using
tools that we have developed, agents can output
clients.met into a human-readable format,
demonstrating that the investigator’s user has and
public key have been stored.”

Database

Computing S
I i 1)

oundUp Search !
l.l. ’11:3 - 1 -':D-:-:‘.L:.-:'g_“ 000 Index
' with excessiwv File Index

\F\siqr otection) Database
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PEER-TO-PEER SHARING

Two Big Takeaways

Hire an Expert!

Discovery

Won’t know what to ask for in discovery
Won'’t understand how to consume info
Won’t know how to develop a litigation strategy

Won’t be able to effectively advocate issues

Source code material

Copy of hard drive

Searches per minute
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Validate copy of hard drive with hash value of original
hard drive

RoundUp eMule user manual + testing report




STINGRAY

Secretively tracking cellphones

Law enforcement agencies are using high-tech information-gathering devices to track cellphones.
The government considers information about these devices to be sensitive, and not much is known
publicly about how the devices are used. Though generally called stingrays, model names for these
devices include KingFish, Triggerfish and Hailstorm. Here is basically how they work:

€ Cellphones are @ When the stingray €) Once the signal
constantly seeking to deviceis turned on, it from a suspect's
connect to the nearest simulates a cellphone phone is found, the
cellphone tower, even i Cellphone tower tower, forcing Wit device measures its
when not being used  # W cellphones in the area strength and can

to make a call. to register withit. provide a general

location on a map.

Police with ; (4] By collecting signal information

stingray from several locations, the device
device can triangulate the location of the
phone more precisely.
Source: Washington Post, Wall Street Journal, USA Today DOUG GRISWOLD/BAY AREA NEWS GROUP




STINGRAY

Click any highlighted state to learn more




STINGRAY

Considerations:

Real-time CSLI more intrusive than historic CSLI?

Isn’t snatching texts + convos out of mid-air potentially
more intrusive than historic CSLI?

Limited reading of Carpenter’s holding

* Andres v. State, 254 So0.3d 283 (Fla. 2018) = refused to extend
Crawford to suppress evidence seized from determining A’s
location with Stingray search

» State v. Brown, 921 N.W.2d 804 (Neb. 2019) = “By obtaining
the CSLI in this case under the Stored Communications Act and
without the benefit of the U.S. Supreme Court in Carpenter,
officers were merely following the statute as written. That is not
the type of police activity the exclusionary rule seeks to deter.”

84




SHOTSPOTTER

What they say 1t does:

* “agnostic...gunshot detection, acoustic surveillance technology that
uses sophisticated sensors to detect, locate and alert law enforcement
agencies of illegal gunfire incidents in real time.”

| o When a shot is fired, the sound
is picked up by sensaors that
triangulate the origin of the noise.

Saund
wWaves

Palice
respand
to the scene

E Police dispatchers and patrol officers in
squad cars receive GPS data pinpointing
the location and a recording of the sounds.
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SHOTSPOTTER

What it could be doing:

* ShotSpotter admits “three extremely rare ‘edge cases’” out of 3
million detected incidents in the last decade where sensors recorded
people shouting in a public street at the location where the sensors
detected gunfire

*  “brief period (a few seconds)”




VIRTUAL PERSONAL ASSISTANTS

Amazon Echo + Google Home

Does a consumer have a REP when she
brings “always on” devices into her home?

A Team At Amazon Is Listening To
Recordings Captured By Alexa

An Amazon spokesperson said that "an extremely small sample of Alexa voice recordings” is
annotated.

. Nicole Nguyen
BuzzFeed News Reporter

Posted on April 10, 2019, at B:15 p.m. ET




AUTOMATIC LICENSE PLATE RECOGNITION

Camera pix of plates
Recognition software creates record of plate number

Computer automatically compares plate number against plate
database = sex offenders, crime suspects, fugitives, amber alert
subjects, stolen/unregistered vehicles; also location

‘Whopper with Cheese, &
Elurger Klng Customer |8

Home Depot
Preferred Customer

. r] Enterpnse Rent
—— ] a Car

—

—_ 3288 friends
S Ak) on Facebook |

amazon Order History

: M
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AUTOMATIC LICENSE PLATE RECOGNITION

It's already here...

“On January 26, 2013, Officer Jennifer Hendricks of the St. Louis
Metropolitan Police Department was driving her patrol car when its license
plate recognition (“LPR”) system gave an alert about a nearby car. The LPR
system scans the license plates of cars that are within range of cameras
mounted on the patrol car and can generate an alert if a scanned car 1s
connected to a wanted person.

The alert showed Officer Hendricks that a man named Otis Hicks was
associated with a nearby car and was wanted by the St. Louis County Police
Department, a department that neighbors Hendricks's, for first-degree
domestic assault. The alert also said that Hicks may be armed and
dangerous. The LPR alert did not explain how or when Hicks was
associated with the car.”

United States v. Williams, 796 F.3d 951, 955 (8th Cir. 2015).




BIOMETRIC SURVEILLANCE TECH

What is a biometric?

Characteristic: “measurable biological (anatomical + physiological) and
behavioral characteristic that can be used for automated recognition”

Process: “automated methods of recognizing an individual based on
measurable biological (anatomical + physiological) and behavioral
characteristics”

* Fingerprints

* Retinal scans

* Iris scans

* Voice recognition
* Face recognition
e Vascular/vein recognition o
« DNA

e Dynamic signature verification

e (Qait analysis




BIOMETRIC SURVEILLANCE TECH

Are biometric processes a search?

Historically = no protection for biometrics (4A or 5A)

Carpenter framework? > citizens cannot be “at the mercy of advancing
technology.”

* Does using thumbprint to unlock phone create a “record”?

Matter of Residence in Oakland, Cal., 354 F.Supp.3d 2010 (N.D.Cal. 2019).

* warrant to search + seize all digital devices and compel “any individual”
found at premises “to unlock the device using biometric features” was
not based on PC and overbroad

* “biometric features serve the same purpose of a passcode, which is to
secure the owner’s content, pragmatically rendering them functionally
equivalent.”

« “If follows...that if a person cannot be compelled to provide a passcode
because it is a testimonial communication, a person cannot be compelled
to provide one’s finger, thumb, iris, face, or other biometric feature to
unlock that same device.”




THANK YOU

The Founders
Profs. Orin Kerr + Adam Gershowitz
Special Thanks to Justin Rosas + Catherine Tumer + Mo Hamoud,
Attomeys at Law

Jedd C. Schneider [7 573.777.9977x325

Area 50 X Jedd Schneider@mspd.mo.gov








https://www.youtube.com/watch?v=c_GFzFqyaRc
https://www.youtube.com/watch?v=c_GFzFqyaRc
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